A

APPONIX
academy

SINCE 2013

4
W

& 1SO 9001
“ INTERNATIONALLY
v/

((((&""

“AB[}REI]ITED
3 % &

Linux Administration

r

“BE THE BACKBONE OF TECHNOLOGY, RULE THE
WORLD WITH LINUX”

Version: 1.0



NAPPONIX academy

SINCE 2013

About Apponix Academy

4+ Apponix Academy is a leading training institute offering both online and offline courses in
trending technologies like Cloud Computing, DevOps, Cyber Security, Full Stack Development,
Data Science, Digital Marketing, and more.

-+ Established in 2013, Apponix has trained over 50,000 students across India and abroad, helping
them build successful careers in the tech industry.

4 With centers in Bangalore, Pune, Mumbai, Hubli, Aurangabad, Tumkur, Trichy, Gwalior, Ranchi,
and more, Apponix continues to expand rapidly across the country.

<+ All our courses are designed to be job-oriented, practical, and aligned with real-world industry
requirements.

<+ Our training is delivered by 100+ highly experienced corporate trainers who are experts in their
respective fields.

+ We offer flexible learning options, allowing students to choose between classroom sessions and
live online classes.

<+ Apponix is ISO certified and provides globally recognized certifications from AWS, Microsoft, and
Google.

<+ Over 3,000+ Apponix alumni are successfully placed in top MNCs with salaries above %15 LPA.

<+ Our focus is on 100% hands-on learning, project-based assignments, and real-time case studies.

<+ We provide complete career support including resume building, interview preparation, and
placement assistance.

+ With a strong presence and proven track record, Apponix Academy continues to be a trusted
name in professional IT training.

p  COURSE KEY FEATUERS 4

£4% Guaranteed Interviews [} Mock interview sessions
asa
Eg Designated Placement Advisor @ Delivered by Industry Experts
. Assured Job Placement @ Aws certification Assistance

=] Interview Grooming Sessions

* Classroom & Online Training ﬁ Industry Relevant Syllabus

[!!j Professional Resume building session
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Redhat Linux Syllabus for Freshers Course Syllabus

RH124 - Red Hat System Administration - |
1.Getting started with Red Hat Enterprise Linux

¢ Introduction and History of UNIX & Linux

e Differences between centos, red hat enterprise linux & fedora

¢ Difference between UNIX & LINUX

¢ Describe and define open source, Linux distributions, and Red Hat
Enterprise Linux

2.Downloading, Installing and Understanding Booting Process
of 0S -Redhat Linux

¢ download the virtual box and installing in your systems

¢ downloading and installing Redhat linux

¢ understanding and deep dive into

e POST,BIOS(UEFI),MBR,GRUB(GRUB2),SYSTEMD(initd),RUNLEVELS(T
ARGET)

¢ understanding and deep dive into Linux architecture, kernel, interpreter,
shells, memory

3.Linux FSH (File System Hirearchy)
e understanding and deep dive into FSH
4. Access the command line
¢ Log into a Linux system and run simple commands using shells

e understanding the terminals (TTY's) using the shell
¢ identifying the shells and usage of shells
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5. Manage files from the command line

¢ Copy, move, create, delete, and organize files while working from the bash
shell

¢ understanding the commands to create, move, create, delete, sorting with
commands by recursively and forcefully head, more, less, tail, cat
commands

e Use input-output redirection

6.Get help in Red Hat Enterprise Linux
¢ Resolve problems by using local help systems

¢ help, man commands understanding
¢ technical os support from enterprises linux

7. Create, view, and edit text files
¢ Manage text files from command output or in a text editor.

¢ understanding the vi, vim, gedit, nano editors and their modes
¢ understanding the inode

8. Symbolic links or Backup Methods

¢ understanding the hard link and soft links

9. Manage local users and groups Managment

¢ (reate, manage, and delete local users and groups, as well as administer
local password policies

¢ understanding the commands useradd, userdel, usermod, groupadd,
groupdell, groupmod, Passwd, gshadow commands and their policies

implementation
¢ switching users and accessing the shells
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10. Control access to files

1.

12.

13.

Set Linux file system permissions on files and interpret the security effects
of different permission settings
understanding the commands chmod, chown, setfacl, getfacl, sticky bits

Monitor and manage Linux processes

Evaluate and control processes running on a Red Hat Enterprise Linux
system.
understanding the top, ps, lscpu commands

Control services and daemons

Control and monitor network services and system daemons using
systemd.

understanding the systemctl,service commands
(status,start,stop,restart,enable modes)

Configure and secure SSH

Configure secure command line service on remote systems, using
OpenSSH.

SSH authentication by using asymmetric method by generating the public
key and

private key password less authentication modes

SSH password authentication mode

14. File and Folder Transfer and downloading from linux -linux,

linuxwindows, linux-mac (viceversa)

understanding SFTP, SCP, Rsync commands
understanding the winscp and filezilla
understanding the wget and curl commands
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15. Analyze and store logs

¢ Locate and accurately interpret logs of system events for troubleshooting purposes.
¢ understanding the system logs, user logs etc

16. Manage networking

e Configure network interfaces and settings on Red Hat Enterprise Linux servers.
¢ understanding iptables, netstat, telnet, ss, ficonfig, nslookup, dig commands

17.Archive and transfer files

¢ Archive and copy files from one system to another.
¢ understanding the zip, gunzip, buzip, archive(tar) commands

18. Searching the Contents in linux
e understanding the grep, locate, find commands
19 Install and update software packages
¢ Download, install, update, and manage software packages from Red Hat and DNF
package repositories.

e understanding the rpm, yum, wget commands

20. Access Linux files systems

e Access, inspect, and use existing file systems on storage attached to a Linux server.
¢ Understanding the fstab, mtab, blkid commands

21. Analyse servers and get support

¢ Investigate and resolve issues in the web-based management interface, getting
support from Red Hat to help solve problems.

22. Comprehensive review
¢ Review the content covered in this course by completing hands-on exercises.
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1.Schedule future tasks

¢ Understanding the cron jobs, crons, anacron, crontab,

2.Tune system performance
e Understating the system, memory, |I0stat, Network

¢ Understanding the /proc and top and ps
¢ Understanding the virtual memory, system activity reported , iostat,

3.Manage SELinux security
¢ Understating the selinux importance in linux

¢ Implementing the selinux modes target, permissive,
enabled,disabled,enforcing

4.Maintain and manage basic storage
¢ Understanding the File system and file system types ext2,ext3,ext4 and
xfs,btrfs,etc

e Harddisk storage partition and formatting
e Understanding the LVM, creating, resizing, extedning, LVM

5. network-attached storage or File server

e NFS creating ,accessing, deleting
6.Control the boot process

¢ Understanding the run levels to limit the boot process
7.Manage network security

¢ Ip tables, ethernet cards attaching
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OUR RECENT PLACEMENTS

a e

MR. SRUSTIK GOWDA MS. DHANASHRI Mr. Yogesh
GE HEALTHCARE 1ZMO LIMITED Nextgen

I‘

MR. VIVEK ANGADI MR. CHETAN SASTRY MS. MEGHA KRISHNA
INTEGRA MICRO SYSTEMS PVT LTD AHANA SYSTEMS TTG TECH SOLUTIONS PVT LTD

Mr. Ranjith Sheelvanth MS. ROHINI'S
SECURONIX AATMANI SOLUTIONS PVT LTD TECHNICOLOUR INDIA LIMITED

Ms. Tejas Patil MR. MOHAMMED KALEEM Ms. Sunil Basavaraj
NETZARY INFODYNAMICS MINDTREE INTEGRA MICRO SUSTEMS PVTLTD
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Head Office - Bangalore
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306, 10th Main, 46th Cross, 4th Block - ROl
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